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Clear risk for becoming desensitized and show less 
respect for the personal and delicate character of patient 
data, and the risk that this data may be increasing 
viewed as public domain. 
 
It is desirable to regulate the collection and processing of 
medical data, to safeguard the confidentiality and 
security of personal information on the state of health, 
and to ensure that they are used subject to the rights 
and fundamental freedoms of the individual, and in 
particular to the right to privacy. 
 
Physicians view the physician-patient relation as 
paramount. 
Trust in this relationship is jeopardized when patients 
cannot trust that the information they give in confidence 
will not be released without consent. 
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Health-care IT systems must have a high level of security and 
increased accessibility must not lead to security breaches.  
 

It should not be possible for data to be misrepresented or 
lost.  
 
The patient should be able to control where the information 
is made available without this implying that the health-care 
services have less opportunity for follow-up and develop 
future health care provision.  
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Information collected on individual patients should be used in the 
care of the patient and access to the personal information should 
be limited to the data needed for patient care. This can be done 
by regulating access by different staff categories to patient 
information in the computer system. 
 
 
 
 
 
 
 
Access to information shall be controlled by an accessibility system 
that identify the user. 
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Data must be inaccessible to unauthorized access.  
 
Access to the patient’s medical records should be simple 
for those who are authorized, with the goal of approaching 
single sign on (one login to multiple systems).  
 
The risk that related parties could obtain undue access to a 
patient’s information from an EMR must be addressed.  
 
The implementation of national systems requires 
particularly high standards governing access authorization 
to EMR content.  
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if the IT system’s hardware or 
software is damaged  
 
if information is lost or corrupted 
  
if it becomes available to 
unauthorized persons. 
 
New or existing IT systems’ security 
and firewalls should arise. Insecure 
systems that risk hacking and 
deficiencies in confidentiality 
endanger public confidence in the 
health care system 
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Clarification 
 
 
Ownership 
 
 
Who can use the data and 
how 
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The Portuguese Health Record (PHR) constitutes the 
national health record data sharing facility.  

 

This data can be shared between citizens, healthcare 
professionals and healthcare entities.  

 

While some data can be registered on PHR other is 
accessed via web service technology that links old and 
new existing applications. 
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PDS/PHR 
Portuguese Health Record 

This project is supported by the Portuguese Ministry of Health and the Comissão de Acompanhamento para a Informatização Clínica 
(CAIC), the comission that supports the computerization of clinical records (Dispatch 9725/2013). As well as it is developed by Serviços 

Partilhados do Ministério da Saúde, EPE (SPMS). 



Integration between Primary and 
Secondary care 
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When implementing EMRs, requirements before the 
disclosure of the record’s contents should not be lowered, 
otherwise patients or relatives might be at risk.  
 
The content should be standardized 
using keywords and terms approved  
by the individual specialties in each  
country. 
 
 
Prospective users should participate in the development 
of new systems.  
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The IT systems should have a structure that minimizes the 
duplication of documentation. For routine cases, the 
documentation must be simple and time-saving, thus 
freeing resources.  
 
 
 
 
 
 
Demands for documentation must be weighed against the 
fact that a greater amount of information may hamper 
access to vital information.  
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Digital literacy / non-literacy 
 
Investments in technological solutions to give patients the 
opportunity to access their medical records electronically can give 
benefits for more resourceful individuals.  
 
Factors related to for example age, gender, socio-economic status, 
education, language, district of residence or homelessness can 
contribute to new inequalities with respect to the right to 
information.  
 

The implementation of EMRs and other 
patient-centered IT systems should address 
issues of support for approaches that might 
compensate for this type of inequality.  
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PATIENT PERSPECTIVE 
  
Empowerment and control over their own health and their 
relationship with the healthcare providers 
  
 
Correct information is available 
 only where and when it is needed 
 in the healthcare provision 
  
 
 

The information must be comprehensible  
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PHYSICIAN’S PERSPECTIVE  
 
The medical record is a tool. Easy access to the right 
information enables safe care and follow-up, and 
enhances the care process. 
 
 
 
 
 
 
  
IT systems must not completely replace personal 
meetings but shall instead be complementary.  
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PHYSICIAN’S PERSPECTIVE  
 
A better-informed patient improves the quality of the 
patient-physician encounter. 
 
 
 
 
 
 
Information to the patient must be structured or disclosed 
in such a way that it cannot harm the patient. This applies 
for instance to unclear/ ambiguous terminology, unsigned 
cancer diagnosis or psychiatric assessments.  
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The establishment and maintenance of a roadmap for 
health information systems, defining a national strategy, 
articulated with national health priorities and the need 
for data exchange and sharing between stakeholders . 
 
 
 
 
 
 
Information for patients and providers on operational 
procedures and security measures in relation to the 
electronic health record and the national electronic 
platform for the exchange and sharing of health data  
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Reply to a high level of security, particularly in the 
security chain of data exchange.  
Development and integration of connected devices in 
the european health and care ecosystem.  

health care professionals shall have 
easy and secure access to patient- and  
user information  
citizens shall have access to user  
friendly and secure health care services 
online. 
 
  
data should be registered automatically and made available 
for quality improvement, monitoring, governance and 
research.  
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Sure, data security and privacy 
are of ultimate importance.  
But let’s not make that an 
obstacle.  
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THANK YOU 
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